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AHHOTaLUA

B coBpemenHOoM 1H(poBOM MHpe KHOEpOE30MacHOCTh CTaja BaXHEUIIMM AacleKTOM
COBPEMEHHBIX TexHosoruil. B cBs3u ¢ pacrymeit 3aBucumMoctbio oT MHTEpHETa M yBeTUYEHUEM
MCTIOJIb30BaHMSI 3JIEKTPOHHBIX YCTPOMCTB MOTPEOHOCTH B KHOEPOE30IaCHOCTH KaK HUKOT/a BBICOKA.
Bomnpocsl kubepbe30nacHOCTH UMEIOT MPSMYIO CBS3b ¢ BOINPOCAMM HAI[MOHAJIBbHOW 0€30MacHOCTH
rocymapctBa. WHTEpHET W COUMANbHBIE CETH MOTYT HCHOJNB30BaThCS UL yIIPABICHUS
00I11eCTBEHHBIM CO3HAHUEM, BIMSHUS Ha ONpe/eTIeHHbIe COLMalbHble Ipymnibl. [lonHoMacmTabHoe
pUMEeHEeHHE U (POBBIX TEXHOJIOTHI B HACTOSIIIEE BPEMSI SIBIISIETCSI OTHOM M3 HEOTHEMIIEMBIX YacTel
B YIOBJIETBOPEHHM €KETHEBHBIX MOTpeOHOCTel rpaxnaH. Lludposas Tpanchopmanus momoraer
KOMIAHHUAM aJalTUPOBATHCS TOA 3alpPOChl M3MEHSIOMIETOCS PhIHKA W BHEAPSATH MPOTPECCUBHBIC
Mojienu BeeHus 6usHeca. OTpacieBble Inepbl BCEpbe3 03a00ueHBbI IEPEBOIOM CBOUX MTPOLIECCOB B
digital ¥ TEXHOMOTHYECKUM IPEBOCXOACTBOM OTHOCHUTEIBHO KOHKYPEHTOB. OJTO BO3MOKHOCTh
MOBBICUTH 3(P(PEKTUBHOCTD MPOLIECCOB U, KaK CIEACTBUE, YITYUIIUTh KAYECTBO CBOMX IMPOJYKTOB MU
YCITYT, @ TaK)Ke CYIIECTBEHHO YBEIMYUTH MPHOBLIH IJIs1 aKIIMOHEPOB U BJIa IeNblieB Ou3Heca. BaxxHbIM
yciaoBueM 3¢ (GEeKTUBHOM KHOep3aluThl SBISETCA HMHTErpalus COBPEMEHHBIX TEXHOJIOTUH
HCKYCCTBEHHOTO MHTEJUICKTA, aHAIMTUKU OOJBIINX NaHHBIX U OOJAYHBIX PEIICHHUH, TTO3BOJISIONINX
OIEPATHUBHO BBISABISATH YIrPO3bl, MUHUMU3UPOBATh PUCKU U TMPENOTBpAIlaTh KUOESPUHLUACHTHI B
pearbHOM BpeMEHH. AKTYaJIbHOCTh TeMbl KHOEepOe30macHOCTH B (PHAHCOBOM CEKTOpe 00yCIIOBICHA
HE TOJIBKO POCTOM KOJIMYECTBA U CIIO)KHOCTH aTaK, HO M BO3PACTAIOIIUMH TPEOOBAHUSIMU CO CTOPOHBI
PEryiaTopoB, KJIMEHTOB U MEXAYHApOAHBIX NapTHEPOB. B ycnoBusax nudpoBU3aluil SKOHOMUKU
obecnieyenue yctoitunBoct UT-uH(MpacTpyKTypbl CTAHOBUTCS BaXKHEUIIMM (PAaKTOPOM J1OBEpUs K
¢buHaHCcOBBIM MHCTUTYTaM. Kpome Toro, Ha (hoHe m100aNbHBIX TPEHAOB — TAaKHUX KakK ynajJEHHas
pabota, nudpoBbie BaIIOTH U open banking — pacimupsieTcs CIEKTp yrpos3, TpeOyIomuX ajanTauu
CYILECTBYIOUIMX MOIXOJO0B K 3aIlUTe HHPOPMaLUK. JTO UCCIEI0BAaHUE HAIIPABICHO HA BBISBICHUE
KJIIOUEBBIX aCIIEKTOB obecreueHus kubepoesonacHoctu B Pecriyonuke Kazaxcran, ¢ yuéTom mydmimx
MEXyHapOHBIX IPAKTUK U HOPMAaTUBHBIX CTaHIaPTOB.
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AHHOTAIUSA

Kazipri mudpnslk onemjae KHOSpKAyilCi3miK 3aMaHayd TEXHOJOTHUSIIAPIBIH €H MAaHBI3/IbI
acrieKkTuiepiniH Oipi Oonbim TaObuTagbl. MHTEpHETKE TOYSTUTKTIH apTybl JKOHE JJIEKTPOHIIBIK
KYpBUIFBUIAPIBl  TAlJaliaHy KeJEMIHIH YIIFaloblHAa OalaHbICTBI KHOEpKAyilNCi3AiKKe JereH
KOKETTUTIK OYpBIHFBIIAH Ja >Korapbl. KubOepkayirnci3mik Mocenenepi MEMIEKETTIH YITTBHIK
Kayinci3miri MocenenepiMeH Tikeael OaiaHpICThl. MIHTEpHET MeH JJIeyMETTIK JKeJiiep KOFaMJIbIK
caHaHbl Oackapy, Oenriii Oip oJeyMEeTTIK TONTapFa bIKHAN €Ty YIIH KOJJaHBUTYybl MyMKiH. Kasipri
YaKpITTa IUQPIBIK  TEXHOJOTHSUIAPAbl  ayKbIMIBI  KOJJAHy  a3aMarTapAblH  KYHJIENIKTi
KOKETTUTIKTEPIH KaHAFaTTaHJBIPYIbIH akbipamac Oemirine adHanael. Ludpneik tpanchopmarus
KOMIaHMSJIApFa ©3Tepill KaTKaH HapBIKTBIH CYpaHBICTapblHA OeiliMuenyre »xoHe OW3HEeCTI
KYPri3yliH IPOrpecCcUBTI YITIepiH eHrizyre kemekrecei. Cananblk keldacubuiap e3 NpouecTepin
digital-ra kemipy >kxoHe OocekenecTepiHe KaTbhICThl TEXHOJOTHSUIBIK OachIMJIIBIKKA KON JKETKIZY
MoceleciHe IIbIHAaN KeHU1 6emyne. by mporectepain THIMALIITIH apTThIPyFa, COHBIH CaslapblHAaH
OHIMIEP MEH KhI3METTEP/IIH CalachlH KaKCapTyFa, COHAAN-aK aKIMOHEPIep MEH OU3HEC HENIepiHIH
TaOBICHIH alTapibIKTal kebeiTyre MyMKiHAIK 6epeni. KubepkoprayablH THIM/I IIAPTTapbIHBIH Oipi
— ’KacaH/bl MHTEIUICKTTIH 3aMaHayH TEXHOJOTHSUIAPBIH, YJIKEH IEpeKTepAl Tajnay MEH OYJITTBIK
HIeHIMAEpl MHTETpalnusiay, olap Kayil-KaTepiepii *Kelesl aHbIKTayFa, TOyeKeJJepAl a3zanTyra
KOHE KHOepHHIUACHTTEP/IIH aJIJ[bIH alTlyFa MyMKIH/1K Oepeni. Kapkbl cekTopbiHIa KHOepKayirnci3aik
TaKbIPBIOBIHBIH ©3€KTUIIIN TeK IadybUIIapblH CaHbl MEH KYPIEIUIriHIH ecylMeH FaHa eMec,
COHBIMEH Oipre peTTeyNIIePAiH, KIUSHTTEP/IH JKOHE XaJIbIKapalIbIK CEPIKTECTEP/IH OCIN Kele
JKaTKaH TajanTapblMeH ¢ OallaHbICTBl. JKOHOMHUKAHBI IHUQPpIaHAbIpY KargadeiHma [T-
MHQPaKYPbUIBIMHBIH TYPAKTBUIBIFBIH KAMTaMachl3 €Ty KapXbl MHCTUTYTTapblHAa JET€H CEHIMHIH
6actel (hakTopsl 0ok TaObUIaAbl. COHBIMEH KaTap, KAIIBIKTaH XKYMBIC iCTey, HHU(PIbIK BaJtoTazap
xoHe open banking CHAKTHI kahaHIBIK YpAICTEP asChIHIA aKmapaTThl KOPFaylblH KOJIIaHBICTAFBI
Tocinaepin Oedimzeyni KaXeT eTeTiH Karepiep choekTpi keHerone. byn 3eprrey Kazakcran
PecniybnukaceiHgarel  KMOEPKAYIMCI3AIKTI  KaMTaMachl3 €TYAIH HETi3rl  acCHeKTiIepiH, V3K
XaJbIKApaNbIK TXKipuOenep MEH HOPMATUBTIK CTAaHAAPTTAPIbl €CKEpe OTBIPBIN, AaHBIKTayFa
OarbpITTaJIFaH.

Kinm co30ep: xubepkayincizik, 0aHKTep, THHOBALUSIAD, KAPKBUIBIK, KHOSPCAKTaHIBIPY.

KA3IPI 3AMAHF bl MAHBLI3ObI MOCEJENEP: Xarbkaparbik ferbimykypHan Ne3 (49) — 2025
MexayHapoaHbi Hay4HbI xypHan AKTYAINbHbBIE MPOBITEMbI COBPEMEHHOCTU: Ne3 (49) — 2025
ACTUAL PROBLEMS OF THE PRESENT" The international scientific journal Ne3 (49) — 2025 43


mailto:a.daribekova@ktu.edu.kz
mailto:Daribekov_Serik@buketov.edu.kz
mailto:n.daribekova@ktu.edu.kz

Improving cybersecurity management in Kazakhstan enterprises

Daribekova Aigul Sagatbekovna', Daribekov Serik Sagatbekovich’, Daribekova Nazgul
Sagatbekovna®

'PhD in Economics, Associate Professor, "Abylkas Saginov Karaganda Technical University",
Department of "Economics and Management of Enterprise", Karaganda, 100027, Republic of
Kazakhstan, a.daribekova@ktu.edu.kz, ORCID 0000-0003-4923-4142

2PhD in Economics, Associate Professor, “Karaganda University named after E.A. Buketov",
department of  "Management", Karaganda, 100024, Republic of  Kazakhstan,
Daribekov Serik@buketov.edu.kz, ORCID 0000-0001-7838-6458

3Master of economics, senior lecturer, NJSC "Karaganda Technical University named after
Abylkas Saginov", department of "Economics and Enterprise Management", Karaganda, 100027,
Republic of Kazakhstan, n.daribekova@ktu.edu.kz, ORCID 0000-0002-5454-6629

Abstract

In today's digital world, cybersecurity is one of the most important aspects of modern
technologies. The need for cybersecurity is higher than ever due to increased internet addiction and
increased use of electronic devices. Cybersecurity issues are directly related to the issues of national
security of the state. The internet and social networks can be used to control public consciousness, to
influence certain social groups. Currently, the large-scale use of digital technologies has become an
integral part of meeting the daily needs of citizens. Digital transformation helps companies adapt to
the demands of a changing market and implement progressive models for doing business. Industry
leaders are seriously paying attention to the issue of transferring their processes to digital and
achieving technological superiority over their competitors. This makes it possible to increase the
efficiency of processes, and, as a result, improve the quality of products and services, as well as
significantly increase the income of shareholders and business owners. One of the most effective
conditions for cybersecurity is the integration of modern artificial intelligence technologies, big data
analysis and cloud solutions, which will make it possible to promptly detect threats, minimize risks
and prevent cybersecurity. The relevance of the topic of cybersecurity in the financial sector is due
not only to the growing number and complexity of attacks, but also to the growing demands of
regulators, customers and international partners. Ensuring the stability of the IT infrastructure in the
context of digitalization of the economy is a key factor in trust in financial institutions. At the same
time, against the background of such global trends as remote work, digital currencies and open
banking, the spectrum of threats is expanding, which requires adapting existing approaches to
Information Protection. This study is aimed at identifying the main aspects of ensuring cybersecurity
in the Republic of Kazakhstan, taking into account the best international practices and regulatory
standards.

Keywords: cybersecurity, banks, innovations, financial, cyber insurance.

1. BBegenue

B coBpemenHOM Mupe HHGOPMAIOHHO-KOMMYHUKAIIMOHHBIE TEXHOJOTMH INPHUMEHSIOTCS B
Pa3IMYHBIX O0JIACTAX MPO(ECCHOHATBHON AESITENbHOCTH, HAYYHONH M MpaKTH4eCKoil padote, s
camMo00pa30BaTeIbHBIX U Apyrux neneil. MudopmannonHsie Haykn CBS3aHbI CO cOOPOM, XpaHECHHEM
U aHAJIM30M JIaHHBIX. Pa3BUTHE TEXHOJOTH NPUBEIO K CO3AaHUI0 OIPOMHBIX OOBEMOB JaHHBIX, U
nH(pOpPMAIMOHHBIE HAYKH CTAJH UTPATh BAYKHYIO POJIb B YIPABICHUH U aHAJIN3E STHX JaHHBIX.

"o 3aTO0OM B MHpE CTAHOBHUTCS BCE OOJIBIIE YIPO3 U IPOUCXOIUT BCE OOJIBIIE yTEUEK TaHHBIX.
Yarie Bcero yTeuyke JaHHBIX MOJBEPrarOTCs MEIUIMHCKUE M TOCYAaPCTBEHHbIC YUPEKACHUS I
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opraHu3anui u3 cepsl po3HMYHON TOProBiv. B OOJBIIMHCTBE cilyyaeB NMpUYMHA — JEHCTBUSA
MPECTYMHUKOB. HeKOTOpBIe OopraHu3ayy MPUBIEKAIOT 3II0YMBIILICHHUKOB TI0 MIOHSITHOW TPUYHHE
— Y HAX MO>KHO YKPacTh ()MHAHCOBbIE U MEAMLIMHCKUE JTAHHBIE.

OpHako MUIIEHBIO MOKET CTaTh JIt00as KOMIAHMS, BeIb MPECTYMHUKU MOT'YT OXOTUTHCS 3a
JAHHBIMU KJIMEHTOB, IINMUOHUTh WJIM TOTOBHTH aTaKky Ha OJHOIO M3 KIMEHTOB. OYEBHIHO, YTO
Macmtabd Kuoepyrpo3 OyeT pacimpsAThCs, CAeA0BAaTEIbHO, TI100aTbHbIE PACXO/IBI HA PEIICHUS 10
kubepOe3onacHocT OyayT yBenuuuBaTbea. Ilo mpornosam Gartner, B 1menom pacxoabl Ha
kubepOe3onacHocTh B Mupe qocturayT $188,3 mupn B 2023 roay, a k 2026 roay npebicaT $260
mipa. [IpaButenbcTBa pa3HbIX CTpaH OOPIOTCS € MPECTYITHUKAMU, TIOMOTasi OpraHU3aIisIM BHEIPSITh
s dextuBHBIE MeTOABI KHOEepOe3onacHocTH (Ky3pmuuesa T.I'., ['omoBanosa 2025).

B coBpemenHoM 1mmdpoBOoM MHpE KHOEPOE30MACHOCTh CTajia BaXKHEHIIMM aCHEKTOM
COBPEMEHHBIX TEXHOJOTU. B CBA3M ¢ pacTyuield 3aBUCUMOCTBhIO OT MHTepHETa M yBEIMYEHUEM
MCTIOJIb30BaHMSI AJIEKTPOHHBIX YCTPOUCTB MOTPEOHOCTh B KNOEPOE30MacCHOCTH KaK HUKOT/Ia BHICOKA.

B coBpeMeHHOM MUpe Ba)KHEUITUM KOHKYPEHTHBIM (PAKTOPOM B OAHKOBCKOM CEKTOPE SBIIAETCS
BHEJpEHHE WHHOBAIMM M pa3BUTHE HH(DOPMAIMOHHBIX TeXHOJNIOTHH. OJHAKO IaHHBIA TpPOIECC
COTIPOBOXK/IAETCA TaKXe IMOSBJICHHEM HOBBIX BHJIOB MoOIIeHHMYecTBa. Hambonbmmii uHTEpec ams
KHOEPIIPEeCTYTHUKOB MPECTaBIsACT (PUHAHCOBBIN cekTop. [Ipobiiema pa3BUTHs KHOEPIIPECTYTHOCTH
SBIIAETCA KpaifHe aKTyaJIbHOM U 371000/ JTHEBHON BCJIEICTBHE MAcIITa0OB MOTEPh, KOTOPHIE €KET0THO
HECYT KpEJIWTHBIE OpraHU3alMu 1Mo Bcemy Mupy. OmHaKo, Ha TEKyIIeM dTare CHWXKEHuEe Kubep-
PHUCKOB, B TOM YHCJI€ B 0aHKOBCKOM CEKTOpE, pa3BUTO c1a00 BBUAY HOBH3HBI IPOOJIEMBbI, OTCYTCTBHUS
HCTOPUYECKON MPAKTUKU OOpbOBI ¢ KHOEPIPECTYMHOCTHIO Ha YPOBHE OTIENBHBIX OpraHU3alui, a
TaK)Ke CJIOKHOCTH B aHAJIM3€ M OLIEHKE JIaHHOTO BUA PUCKOB. B cBS3M ¢ 3TUM TeMa Hccie0BaHUs
SBJISIETCS. aKTYaJIbHOU KaK ¢ TEOPETUYECKOM, TaK U C IPAKTUYECKON TOUYKH 3PEHUSL.

[enbto uccneqoBaHusl SIBISIETCS PACCMOTPEHHE U pa3padoTKa peKOMEHAAINA 10 00eCTIeYeHUI0
KnOepOe30MmacHOCTH KOMIIAHUK B COBPEMEHHBIX YCIIOBHSIX.

3aayamMu UCCIIeIOBAHUS SIBISIIOTCS: pACCMOTPEHHE TEOPETUIECKUX OCHOB KOepOe30nacHOCTH
B COBPEMEHHBIX YCIOBHUAX; aHanu3 ol0ecnedyeHus kubepOezonacHoctd B Kaszaxcrane;
COBEpIIICHCTBOBAHNE CUCTEMBI YIIPaBIIEHUs KHOepOe30MacHOCThIO B PECITYOIIHKE.

2. Matepuajibl 1 MeTOIbI

Hcnonp30BaHbl METOIbI HCCIIEAOBAHUSA:

- aHanu3 M 0030p JWTEepaTypbl M HOPMATHBHO- TPABOBBIX akTOB. [IpoaHamu3upoBaHbI
MEXIYHapOJHbIE U Ka3aXCTAaHCKUE OMPEIENICHUs TePMHHA «KnOepOe3onacHoCThy. Mcmnonb30BaHbl
OIpeNIeIeHUs] M3 3aKOHOB, CTpAaTerwil, KOHLEMIMH, a TakKe Hay4YHbIX NIyOJMKauui, 0030p
MCTOYHHUKOB, HOPMaTHBHBIC W aHATUTHYECKUE TOKYMEHTEI.

- CpPaBHUTEJIbHBIA aHalU3: CPAaBHUBAIOTCS ONpEIeNCHHs KHOepOe30MacHOCTH B Pa3IMYHBIX
ctpaHax u opranuzauusax (Kazaxcran, BenuxoOputanus, Cunramyp, ISO, aBTOpbl 3amagHbIX
PYKOBOJICTB), IPOBEJICH CPAaBHUTENbHBIN aHaNU3 yrpo3 (¢ummar, DDoS, Bpenonocuoe [10 u T.11.) u
oKa3zaHa ux quHaMuku 3a 2022—-2024 ronwl.

- CTAaTUCTHYECKUI aHaIW3: aHAJU3UPYIOTCS KOJIMYECTBEHHBIE JaHHBIE MO KuOeparakawm;
UCIIOJIb3YIOTCSl JaHHBIE COIIMOJIOTMYECKHX OMPOCOB IO OCBEAOMJICHHOCTH HACEJIeHUs, IPUMEHEHa
JMHAMUYECKasl OLIEHKA. :

- KOHTEHT-aHaIM3 HU(POBBIX yrpo3: IPOBEIEHA OIL[CHKA Pa3BUTHUS U MPUMEHEHUS TEXHOJIOTUI
DeepFake, BpemoHOCHBIX NporpamMM, HHCAHAEPCKUX YIPO3, aTak Ha LEHNOYKM IOCTABOK,
aHAIM3HPYIOTCS COBpeMeHHbIE TpeH bl B chepe MU, nmudpoBuzanuy 1 CUHTETUYECKUX TaHHBIX.

- JlaHa OIIeHKa cTparerndyeckoro ypoBHs (policy analysis): uccienoBaHbl rocylapcTBEHHbIE
WHULMATUBBI B oOnactu kubOepOezomacHocty (Konmermmmst «Kubepmut», ctparerus mudpoBoi
HKOCHUCTEMBI, IJIaHbI co3aHus kuoeprnonurona, BugBounty u ap.)., paccmorpen Bkiaa Kazaxcrana
B MEKYHAPOIHBIC PEUTHUHTH, BKItoUas [mobanpHbIN nHAEKC KuoepoesomacHoctu (GCI).

- Tpe/CTaBieH rpaduyecKnii ¥ BU3yaJbHBIN aHAIN3: UCIOJIB30BAHBI PUCYHKH OTpaKaloIIue:
B3aUMOCBS3b KHOepOe30macHOCTH ¢ Apyrumu obnactsamu (1o [SO), KirodeBbie Yrpo3bl, PEHTHHTH U
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MMOKa3aTeCJIn OCBECIOMJICHHOCTHU HACCIICHUA, HAIIPABJICHUS Tt OCYI[&pCTBCHHOfI TTOJIMTHKMU.

3. Pe3yabTaThl M MX 00CYIK/IeHH e

Tepmun «xkubepOe30macHOCTs» OBT M OCTACTCS OJHUM U3 OO0CY)XIaeMbIX IMPEAMETOB
uccrenoBateneil. B 1mensx moHWMaHWS W Toanepkku gaHHoro ¢eHomeHa B 2013 romy B
Oxcdopackuii  cioBapp Obuto  gob6aBieHo cinoBo «Cybersecurity / KubepOezomacHOCTBY.
OcHOBBIBasACh Ha 0030pe JINTEPATYPBHI, ObLIO BBIBICHO, YTO JAHHBIA TEPMUH LIMPOKO UCIIOIB3YETCH,
U ero ompeneneHus: pasnndarorcs. OTCYTCTBHE KPAaTKOTO, MIMPOKO MPHEMIIEMOTO ONpeAeTeHHUs
KnOepOe30MacHOCTH 3aIyThIBAET, U TIOPOH MOXKET OBITh 0ApbEPOM TEXHOJOTHYCCKUMH HAyIHBIM
TOCTIKEHUSIM, YKPETUIsis IPEeUMMYILIECTBEHHO TEXHUUECKUH B3TJIs11 Ha KubepoOesonacHocTh. Kpeliren
N., Muaxyn-Tu6o H., u Ilepce P., nognepxusarot nanusiii moaxon (Mcabaesa C.b. 2019).

Onpenenenus kKubepOe30macHOCTH, KOTOpble Hanbojiee YETKO OMMCHIBAIOT €€ CYIIHOCTHBIC
JJIEMEHTBI:

“KubepOe30nacHOCT, B OCHOBHOM COCTOUT W3 3al[UTHBIX METOOB, HCIOJIB3YEeMbIX IS
O0OHapYyXEeHHsI ¥ PECEUSHUS MOTEHIINATBHBIX 3JT0yMbITUIEHHUKOB” (Kemmerer, R. A. 2003).

“Kubepbe30nmacHOCTb MOJpa3yMeBaeT 3aIIUTy KOMITBIOTEPHBIX CETEH M colepiKaleiicss B HUX
MHpOPMALMU OT IPOHUKHOBEHMS, a TAK)KE OT 3JI0HAMEPEHHOI'0 MOBpPEeXIeHUs Win c6os B pabore”
(Lewis, J. A. 2006).

“Kubep0Oe30nacHOCTh MpeanoaaraeT CHUKEHUE PUCKAa BPEIOHOCHBIX aTaK Ha IPOTrPaMMHOE
obecrieueHne, KOMIbIOTEpHI U ceTH. Cio/1a BXOIAT HHCTPYMEHTBI, HCTIOJIb3YeMbIe JUIsl OOHAPYKEHUS
B3JIOMOB, IPEJOTBpAIllEHUs] NMPOHUKHOBEHUS BHUPYCOB, OJIOKMPOBaHMS BPEIOHOCHOIO JOCTYIIA,
NPUHYIUTETBHON ayTeHTH(HKanuu, odecnieueHus mudpoBaHHON CBSI3U U Tak ganee” (Amoroso,
2006).

“HckyccTBO 00€CTIieunBaTh CYIIECTBOBAHUE W HEMPEPHIBHOCTH HH(POPMAITMOHHOTO OOIIECTBA
HallUM, TapaHTUpPys W 3allMIIas B KUOEpHnpoCcTpaHCTBE ee MH(OPMAIMIO, aKTUBBI M KPUTHUECKU
BaxkHyI0 HH(ppacTpykTypy” (Canongia & Mandarino, 2014).

“JleATeNbHOCTh WJIM TPOLECC, BO3MOXHOCTH, WIJIM COCTOSIHME, IOCPEICTBOM KOTOPBIX
MH(POPMAIMOHHO-KOMMYHHUKAITMOHHBIE CHCTEMBI U COCPIKAIIAsACsA B HUX MH(POPMAIUS 3alUIICHBI
OT TOBPEXACHUS, HECAHKIMOHUPOBAHHOTO HCIOJIb30BAHUSA, MOAM(DUKALMK MM IKCIUTyaTaluu’”
(DHS, 2014).

“Kubep0e30nacHOCTb - 3TO COBOKYIHOCTb HHCTPYMEHTOB, IOJIMTUK, KOHIIETILUI 6€30M1aCHOCTH,
rapaHTHii 0€30MaCHOCTH, PYKOBOISIINX MPUHIIAIIOB, TTOJIX0/I0B K YIPABICHUIO PHCKAMH, TCHCTBHH,
o0y4eHus1, epeloBON MPAKTUKH, TapaHTUH M TEXHOJIOTUH, KOTOpbIE MOTYT MCIOJB30BAaThCs JJIS
3alUThl KUOEPIPOCTPAHCTBA, OpraHU3aluy U akTUBOB Mosib3oBareneil” (ITU, 2009).

Panee nansbiii acnekt B PecnyOnuke Kaszaxctan uccnenosana TatapunoBa JI., xoropas
Ipejiaraja BHECTH Ha 3aKOHO1aTeIbHON ocHOBe noHsATue «Kubepodbeszonacuocts» (TaTapunosa JI.,
2014). Ona Taxke oOTMeTWIa 00 OTCYTCTBHH 4YETKOTO OINpPENCICHHS TEPMHUHA «3allUTa

uHpopManuny». MexayHapoansiii 0630p TepmuHa «Kubepbe3omnacHOCTb, IpeAcTaBieHa B Ta0InLe
1.
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Tabauuna 1. Mexxaynapoansiii 0030p TepmuHa «Kubepoe3omacHOCThY

ABtOp / pecypc Omnpenenenue
Schatz, Bashroush & Wall| KuGepbe3omacHocTh paccMaTprBaeTcsi Kak COBOKYITHOCTBh Mep U
(2017) MPAKTHK TI0 3aIIUTE «KUOepCpeap» U HHOOPMAITMOHHBIX CUCTEM
oT HECaHKIIHOHHUPOBAHHOTO BMEIIATEILCTBA, HOTEepH

HOEJIOCTHOCTH UM JOCTYITHOCTH

Joanna Kulesza (2022) |KubepOe30nacHOCTh - 3TO IMIMPOKHA TEPMHH, 0003HAYAIOIIUI
MEpbl, TPHHHUMAaeMble TOCYIApPCTBEHHBIMH W  YaCTHBIMH
OpraHu3alusMH, HallpaBJeHHbIE Ha o0OecreueHne 0e30MacHOCTH|
OHJIaH-KOMMYHUKAIIUH U PECYPCOB.

KubepOe3omacHOCTh - 3TO HCIIOJIb30BAHUE alMapaTHOTO U
IPOrpaMMHOr0  O0ECIeYeHHs, a TaKKe WHIUBHAYaJIbHBIX
HAaBBIKOB JI1 CHUKCHUA PUCKOB, CBA3aHHLBIX C OHHaﬁH-HCpeHa‘leﬁ
¥ XpaHEHHEM JaHHBIX, TAKUX KaK TEXHOJOTHH MIM(ppPOBaHHS,
AQHTUBUPYCHOE TPOrpaMMHOE oOecrieueHHe U OOy4YeHHUe

COTPY/IHHUKOB.
Grispos, Shapiro, Maras,| «kKubep0Oe30macHOCTh MpearnoiaracT NPUMEHEHUE METOIO0B MU
(2021) VOpPaBJICHHE WMH C IEJbI0 3alUThl KOH(UIEHIIMAIBHOCTH,

IIEJIOCTHOCTH U JOCTYIHOCTH HH(pOpMAIMKU U HHOOPMAITMOHHBIX|
AKTHBOB B KHOEPIIPOCTPAHCTBE.»

Francesco Schiliro (2023) | «Kubepbe3omacHOCTs - 3TO cOOp W COrJIacOBaHHE PECYPCOB,
BKJTIOYAsl IEPCOHANT U HHPPACTPYKTYPY, CTPYKTYPBI U MPOIIECCHI,
IJI1 3alIUThI ceTeu u KOMIIBIOTCPHBLIX CHCTEM C nogmemeoi/'I
KnOepOe30macHOCTH  OT  COOBITHH, KOTOpBhIE  HapyIIaroT|
I[EJIOCTHOCTh M HAPYIIAIOT MpaBa COOCTBEHHOCTH, YTO MPUBOIUT
K OINIPEICIICHHBIM TTOTEPSIM».

Mocuosurc C. (2018) «Kubep06e30macHOCTb - 3TO TOCTOSTHHOE MPUMEHEHHUE TIEPEIOBOTO
OMBITa, TPEIHA3HAYCHHOTO JJIsi OOECIEUEHUS W COXpaHCHUS]
KOH(QUACHIIMATLHOCTH, 1[EJTOCTHOCTA U JOCTYITHOCTH ITU(PPOBOI
UHPOPMAIINK, aTakKe OCE30MaCHOCTH JIOJICH M OKpYKarolieH
cpenbi»

C yderoM pacmmpeHHss W YCWICHHS TPOLECCOB IU(PPOBH3AIMUA YUCIO M CEPhE3HOCTh
kuOepnpecTyrieHnii B OyaymeMm OyAeT Bo3pacTaTb. JTO CO3JacT HOBBIE M TpaHCHOpPMHpYET
CYIIECTBYIOIIHUE YIPO3bl APKOHOMHUYECKOU OesomacHoctu mpeanpustuii MCh. B cBs3u ¢ atum,
3a/1a4eil MEHEPKMEHTA CTAHOBUTCS CO3JJaHME M Pa3BUTHE HA MPEANPUATHAX CIIEHUATN3UPOBAHHBIX
MOPa3IeICHU TI0 MPOTUBOACHCTBUIO yrpo3aM HH(POPMAIIMOHHON 0€30MacHOCTH, UCXOASIINM KaK
OT cOOCTBEHHOTI'O NIEPCOHANIA, TAK U U3 BHELIHEN cpeibl. ITO TpeOyeT 3HaUnTeNbHBIX PacXo/oB. Takx,
[0 JaHHBIM HCCJIEJOBATEIbCKOM KoMmaHuu Astute Analytica, 3aTpaTbl Ha HH()OPMAIMOHHYIO
0€e3011acHOCTb B MUpE B OJrpKaiiiiue rojipl OyayT yBeIuuuBaThCs B cpeaHeM Ha 13,4% exeroHo.

Kubepbe3onacHocTh — 3TO  JE€SATENBHOCTb, HalleJIeHHass Ha O0eCleYeHUe 3aluThl
M0JIb30BaTeNNeH, NX MHPOPMALIMOHHBIX CUCTEM, CETeH, U mporpaMm oT IHU(PoBbIX atak. OCHOBHOM
LeNbl0 TaKMX KHUOEepaTak MOXKET SBISATHCA KaK IMOJIydeHHe KOHQUACHIMATbHOW HHGOpMaIuu
MOJIb30BaTeNsl Al JajJbHEHIIero 3J0ynoTpeOieHuss 3TOH MHPOpPMAalLUU B COOCTBEHHBIX LENAX
XaKepa, Tak U HapyleHue padoThl 1eaoro Ou3Hec-mpouecca.
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B cranmapre ISO/IEC 27032:2012 Takke oxapakTepH30BaHa B3aUMOCBSI3b TEPMUHOB
«KnOep0e30MmacHOCThY, «CeTeBasi 0€30MaCHOCThY, «O0€30MaCHOCTh MPUIOKEHHUH, «O0e30MacHOCTh B
HutepHere» u «0€30MaCHOCTh KIIOYEBBIX CUCTEM HH(OPMAIIMOHHON HMH(PaCTPYKTyphI», KOTOpas
orpakena Ha pucynke 1 (United Nations Office on Drugs and Crime, 2019).

HMudopmanmonsas 0e3011acHOCTE

Kubepnpectynnenne Kubepzammra

besonacnoctn
NPUIOKESHHIT

KubepbezonacHocTh

CereBas besonmacHocTts B
0€30I1aCHOCTE HrTepnete

3amyTa KII0YeBEIX CHCTEM HHPOPMAlHOHHOH NHPPacTpyKTyPHI

PucyHok 1. BzaumocBsi3b knOep0Oe30macHOCTH C IPYTUMH BHIaMU O€30TTACHOCTH
B cooTBeTcTBUU co ctanaapToM ISO/IEC 27032:2012

Hanmuwne HAJIC)KHOI'0 IJIaHa pCarupoBaHHA Ha HWHOUACHTBI, PETYIAPHOEC PE3CPBHOC
KOIMMPOBAHWE W HWCIIOIB30BAaHUE PEIICHUH JJIi BOCCTAHOBIEHUS TMOCIE COOEB TapaHTHPYIOT, YTO
OaHku CMOTYT 6BICTpO BOCCTAHOBUTLCA ITOCJIC aTAKH U IIPOJAOJIPKUTDH 6ecnepe60171Hoe O6CJ’Iy)KI/IBaHI/Ie
KIINCHTOB.

BbankoBckas 0TpacCiib CTAJIKUBACTCA C IMOCTOSAHHBIMU U CIIOKHBIMU KH6epyrpo3aMH, ITOCKOJIBKY
XaKepbl OCTOSIHHO COBEPILIEHCTBYIOT CBOM TAKTUKHU ISl HCIIONIb30BaHUs yA3BUMOCTEN (PUCYHOK 2)
(Vitlyakova S. S., 2019).

Vrpo3sl Kn0ep6e30IacHOCTH, ¢ KOTOPBIMIT

CTAIKHBAKOTCS OaHKH
Bpenonocuoe ITO B Pacrpenenennsie
eHHUE
Durmiar I1 IIPOTPAMMEI- Hy:posm aTaky THIIA
BBIMOraTeNIu yrp «OTKas B
00CITY KHBAHMIIT
Pacmmpennrie Artaxu Ha
> N
TIOCTOSHHBIE YIPO3EI TPeThHX JIHIT
(APT) U LEIOYKH

PucyHnok 2. Yrpo3sl kubepOe30nacHOCTH, ¢ KOTOPHIMU CTAJTKUBAIOTCS OaHKH

[lockonpky Ha KapTy IOCTaBIIEHbI OTPOMHBIE O0BEMBbI KOH(PHUACHIMAIBHBIX (PUHAHCOBBIX
JaHHBIX ¥ UHpOpMAIMM O KIHMEHTaX, OaHKU SBJISIOTCS OCHOBHBIMH  LEISAMH  JUIS
KHOEpIpecTyMHUKOB.

- @OumuHrosble ataku. QOUIIMHT OCTAETCA OJHOW W3 CaMbIX PacCHpPOCTPAHEHHBIX YIpO3 B
O0aHkoBCcKOM oTpaciu. KubOepnpecTymHUKH UCHOJIB3YIOT MOIIEHHUYECKUE HJIEKTPOHHBIE MUCHMA,
TEKCTOBBIE COOOIIECHUS WM BeO-CAalThl, KOTOpBIE BBINNIAIAT KaK HACTOSIIME, YTOOBI OOMaHOM
3aCTaBUTh KJIMEHTOB WJIM COTPYIHUKOB PACKPBITh KOH(MUICHIMAIBHYIO HHPOPMAIHIO, TAKyl0 Kak
HOMEpa CYETOB, MAPOJIM WIN JUYHbIE JaHHbIE. [loydnB 1OCTYI, Xakepbl MOTYT YKpPacTh AECHBIH,
COBEPIINTh KPaXy JTUYHBIX JaHHBIX WM IPOHUKHYTH BO BHYTPEHHUE CUCTEMbI OaHKa.

- Bpenonocnoe IO u nporpammsl-BeiMoratenu. Bpenonocnoe 110, BkiItodas mporpammsl-
BBIMOTATEIH, SBIISETCS €Ile OJHON Cephe3HON Yrpo30ii st 0aHKOBCKoro cextopa. Bpenonocunoe I[1O
— 9TO BPEAOHOCHOE MPOrpaMMHOE 00ecTrieueHrne, KOTOPOE MOXKET 3apa)aTh OAHKOBCKHE CHCTEMBI,
KpacTb JaHHbIE WIM Ja)Ke OCTaHaBIMBATh omnepauuu. l[Iporpammbl-BbIMOraTeNnu, B YaCTHOCTH,

KA3IPIN 3AMAHF bl MAHbBI3[ObI| MOCEJEJEP: Xarbikaparbik fbuibiMuxkypHan Ne3 (49) — 2025
MexayHapoaHbi HayYHbI xypHan AKTYANBbHbIE MPOBITEMbl COBPEMEHHOCTW: Ne3 (49) — 2025
48 ACTUAL PROBLEMS OF THE PRESENT" The international scientific journal Ne3 (49) — 2025



OJIOKHPYIOT TIOJNb30BaTeNied OT HUX COOCTBEHHBIX CHUCTEM WM JaHHBIX, B TO BpeMs Kak
3JIOYMBIIIICHHUKA TPEOYIOT BBIKYII 32 BOCCTAHOBIIEHUE JTOCTYTIA.

He Bce yrpo3sl HCXosT U3BHE cTeH 6aHka. BHyTpeHHHe yrpo3bl — Oyab TO OT HEJOBOJIBHBIX
COTPYIHUKOB, MOAPSAJYNKOB WIN JJaK€ CTOPOHHUX MOCTABUIMKOB — MPEACTABISIIOT 3HAUYUTEIbHBIN
puck g kubepbesonmacHocTH Oanka. MHcaiiaepbl, MMeEOMUe JOCTYH K KOH(HUACHIUAIBHBIM
JTaHHBIM, MOTYT HaMEPEHHO WU HETpeTHaMEPEeHHO CIMBATh MHOOPMAIMIO WA TMPEIOCTaBIATh
TOYKY BXOJIa JIJIsl XaKePOB.

OTH aTaku OCOOEHHO OIACHBI, MOCKOJBbKY UX TPYJHO OOHApYXUTh, U OHU MOTYT OCTaBaThCs
HE3aMEUeHHBIMH B TEUEHUE MECSIIEB, YTO MTO3BOJISET XaKepaM M3BJIEKaTh LIEHHYIO HH()OPMAIHIO eI1ie
710 TOTO, KaK OaHK IOMMET, 4TO €ro AaHHbIE ObUIN B3JIOMaHbI.

- ATaku Ha TPETHUX JIUI U IIETIOYKH TIOCTAaBOK. baHKM MmoyiaratoTcs Ha CTOPOHHMX MOCTABIIMKOB
U MOCTaBIIMKOB Ul NMPEAOCTABICHHS Pa3IMUHBIX YCIYT, OT O0JIAYHOTO XpaHEHUs 10 00pabOTKU
wiatexxed. K coxaneHuio, 3T CTOPOHHUE MOCTABIIMKHU TaK)Ke MOTYT OBITh CIaObIM 3BEHOM B
nernovke kubepoOezomacHocTH Oanka. KubOeparaka Ha CTOPOHHETO IOCTABIIMKAa MOXET CO3/1aTh
O9KII0p [T XaKepOB, YTOOBI MOIYYUTH TOCTYII K KOH(UACHIIMAIBHBIM JaHHBIM OaHKa. B mocnennue
rofibl aTakM Ha IEMOYKH MOCTAaBOK YYaCTHJIUCh: KMOEPNPECTYIIHUKN BBIOMPAIOT B KayeCTBE CBOEH
MUIIEHU MEJIKUX U MEHEE 3alUIIEHHBIX MOCTABIIUKOB, YTOOBI OJYYHTh AOCTYH K 00JI€€ KPYIMTHBIM
(MHAHCOBBIM YUPEIKICHUSM.

VYrpo3a kubepOe30macHOCTH M3 TMOTEHUIUAIBHOW BO3MOXHOCTH NPEBpAIaeTCs B PeabHYIO
KkubepaTaky B Cilydae, KOTJa COOTBETCTBYIOIIMMH YSA3BHUMOCTSIMH BOCIIOJIB3YETCSI HEKOTOPBIN
UCTOYHUK — CYOBEKT, KOTOPHIM MOXET OBITh (U3NYECKOE JIMI0, MATEPUATBHBIM OOBEKT WIIH
busnueckoe sBienue (Price water house Coopers 2019).

B ciydae peanu3zanuu TOTEHIMANbHAs Yrpo3a CTAaHOBUTCS KHOEpaTakoi, T.e. TOMBITKON
IPOHUKHOBEHUs] B HHGOPMALMOHHYI0 HMH(PACTPyKTypy, KOTOpas MOKET HeOJIaronpusTHO
OTpPa3UTHCS HA KHOEPOE30MacHOCTH.

OnHuUM W3 BaXHEWIIMX TPEHAOB DPAa3BUTHA (PUHAHCOBOTO CEKTOpPAa SKOHOMUKHU SIBISETCA
mudpoBas TpaHchOpMalMs, BKIIOYAIOMIAS, NPEXKIE BCEro, OpPUEHTALMI0 HA MOTpeOuTens,
MOOUIIBHOCTh U CKOPOCTh, AaHHbIC. LludpoBas Tpancopmamus (uudposuszamnus) OusHeca — 3TO
npoIecc TPEBPAlICHUs TPAIUIMOHHONW OpraHW3aluyd B IM(POBYI0 KOMIAHHWIO, B KOTOPOH
IPUCYTCTBYIOT KaK MaTepuaibHble, TaKk M IUQpoBbIe 00BEKTH. B mociegHue roabl akTUBHO
pa3BUBaeTCS MHAYCTPHS (PUHAHCOBBIX TEXHOJIOTHH.

Ipouecc nudpoBU3anuy 3KOHOMUKH, CTAaBUIMNA €€ KpUTUYECKUM (PaKTOPOM B IOCJIETHHUE TOAbI,
NPOSIBIIICST U B OAHKOBCKHX OINEpAIUsAX 3a CYET aKTHBHOTO PACIPOCTPAHEHUS SJICKTPOHHBIX
IUIaTEKEH, HIIEKTPOHHOW KOMMEpPLUH, BHEAPEHHS HWHHOBAIIMOHHBIX LH(POBBIX CEPBHCOB,
PACIIUPSIONINX CIEKTP OAHKOBCKUX TPOIYKTOB, COJACHCTBUS MPHUBIICUYCHUS KIIMEHTOB U TEM CaMbIM
(dbopMHpOBaHNE KOHKYPEHTHOH MOJIMTHKH U TIOJIYYeHHE KOHKYPEHTHBIX peumyiectB. Kpome Toro,
rimobanpHOe pactpoctpanenne COVID-19 B 2020 roxy motpeboBaio mepexona Ha OHM3HEC-MOIENb
JTMCTAHIIMOHHOTO OAHKOBCKOTO 00CTY)KUBaHUS, @ UMEHHO Ha IIATPOpMy OHJIaiH-OaHKUHTa.

BHenpenne coBpeMeHHBIX HHPOPMAIIMOHHBIX TEXHOJIOTUH 1 HMHHOBAIM, KOTOPOE HAIIPABICHO
Ha yJTy4IlIeHUe KU3HHU YeJI0BEYECTBA, a TAKXKE MIPOIECChI INT00ANN3alUY U MHTETpalii apajuieIbHO
¢ co0O¥ HECYT aKTUBHOE Pa3BUTHE HOBBIX METOI0B MOILIeHHUYeCcTBa. KubeprpecTynHOCTh, Kak OMH
U3 KIIOYEBBIX COBPEMEHHBIX BHJIOB MOIICHHHYECTBA, YX€ MpeBpaTuiach B TIJI00AIbHYIO
MEXIyHapoAHYIO INpolOsieMy. Pa3BuThe KHOEpIpecTymHOCTH NPOUCXOAMT OYEHb AMHAMUYHO, U
MIOCTOSTHHO BO3HUKAIOT HOBBIE IPOOIIEMBI.

Baxxno oGecrieunTh, YTOOBI OAHKOBCKHE CHCTEMBI M OTIEpAIMK OBLIM CTPYKTYPHUPOBAHBI TaK,
4T00BI OOHAPYKUBATh KHOEPYTPO3bl  pearupoBaTh HA MHIMJICHTH KUOEpOEe3011acHOCTH, TEM CaMbIM
OTpaHUYMBAs JECTAOMIM3AINIO UK (PMHAHCOBBIE TIOTEpH. A B chepe PUHAHCOBBIX YCIyT MpodaemMa
OPUHUMAET JApYyroe H3MEpeHue, IMOTOMY 4YTO OXHJAEMble BBITOABl KAXKYTCS YpEe3BbIYANHO
[IPUBJIEKATEIbHBIMH.

NN B naHHOM KOHTEKCTE JEWCTBYET KaK KaTaluu3aTop s TPUHATHS OOOCHOBaHHBIX,
JaTalleHTPUYHBIX PEeIICHUI.
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Hcnonb30BaHNe MHTEIUIEKTYAIbHBIX CUCTEM 00paObOTKU JOKYMEHTOB 3a CUET KJIacCHU(PHUKAIUN
nHGOpMallMK 3HAYUTENIBHO YCKOpsieT 00paboTKy OOJbIIMX OOBEMOB JOKYMEHTOB, YMEHBIIast
BEPOSATHOCTH OIMOOK U MOBBIIAS 3P (HEKTUBHOCTH pabOTHI COTPYIHUKOB.

[To manaeiMm Autonomous Next, ucronp30BaHHE MCKYCCTBEHHOTO WHTEUIEKTAa B OaHKOBCKOM
chepe noszBosut K 2030 roay cIkoHOMUTH Oosiee oaHoro tpwumona aosuiapos (Weinrauch V.,
2024).

Texunonorust DeepFake, nmpumMeHsiemast i1 MOIICHHUYECKHUX OIEpallnii, MPEICTaBIIET COOO0M
MO/JICNIKY M300paXeHUH, BUIC0 Win aynnodaiiyioB ¢ ucnoib3oBanueM U u rimy6okoro oOyueHus.
OTa TEXHOJIOTHUS MOXET HMHTHUPOBATh TIOJIOCA, BBIPAKEHUS JMIA M JABIKEHHS, CO3JaBas
peamuCTHYHbI, HO (ajdbpmuBeIi  KOHTEHT. Mcmonp3oBanue TexHojoruu DeepFake s
MOIIICHHUYECTBA TPEACTaBIsieT Cco0OH cephe3Hylo yrpo3y. COOTBETCTBEHHO WENBbIA s
1a00paTOpHii ¥ HHCTUTYTOB 3aHUMAIOTCS UCCIICIOBAaHUSIMU U pa3pabOTKOW METOIOB OOHAPYKECHHUS
0J00HOTO MOIIICHHUYECTBA.

B Ka3axcrane omHUM #3 TIOAOOHBIX TIPUMEPOB SIBIISIETCS TPOIECC TECTHPOBAHUS
OMOMETPHUECKUX DPEUICHUH IOCTABIIMKOB, OCYIIECTBISIEMbI B paMKax WX HPUCOCTUHEHUS K
enTtpy oOMeHa WACHTH(UKAIMOHHBIMUA JaHHBIMKH HalnoHaabHOW TUTATE)KHOW KOPIIOpAITUH.
YacTpo 3TOT0 Mpoliecca sSBsSeTCs OlleHKa OMOMETPHUYECKUX PEIICHUN Pa3TUYHBIX TOCTABIIMKOB HA
croco6HOCTh OOHapyKeHHs (akToB Hcmoib3oBanus DeepFake texHomoruii s danbcupUKaALMN
JMYHOCTH TIPH MOTy4YeHUH (PUHAHCOBBIX YCIIYT.

I'no6anbHOE passuthe Kouienuuu Open Banking seisercst 3HaYMMBIM JpailBEpOM pa3BUTHS
ucnonb3oBanus MM Ha ¢uHAHCOBOM pBIHKE. DTO HANpPABICHHE, CBSI3aHHOE C OIIEPATUBHBIM COOPOM
JTaHHBIX M UX Tocienyomeil oopadotkoii ¢ npumenenrem MU, obecnieunBaeT 6ojiee OTKPBITHINA U
YHUDUITUPOBAHHBIN JOCTYT K (PUHAHCOBBIM JaHHBIM.

B couerannn ¢ RegTech passurue cucrem Open Banking obecneunBaer 6omee 3¢ peKTHBHBIE
MeXaHHM3MBbI PETYJIMPOBAaHUS M Haa30pa B huHaHCOBOI cepe. B kontekcte RegTech ato o3navaer,
YTO PEryIsiTOpbl MOTYT TMOJy4YaTh AaKTyaJlbHYHO M TOYHYI HWHQPOpPMAIHMI0O OT (DUHAHCOBBIX
VUPEXKACHUH B peaJlbHOM BPEMEHH. OTO TOBHIAEeT J(PQPEKTUBHOCTh PETYIATOPOB B
MUKPOIPYICHIIHATEHOM peryIupOBaHHH, BBISIBIICHUH (UHAHCOBBIX NPECTYIUICHUH,
MPEJOTBPAIICHNA MOIIEHHHYECTBA M 00ECIICYeHUH COOJIOJCHUS 3aKOHONATENBCTBA. B 1memnom,
pazsutue Open Banking B pamkax RegTech obecrnieunBaeT 6osice HHTETPUPOBAHHBIN, MPO3PAYHBIH
1 A(PQPEKTUBHBIN TMOAXON K PETYIUPOBaHUIO (UHAHCOBOW c(hepbl, CIIOCOOCTBYS YIyUIICHHIO
0€30IaCHOCTH, CHIDKEHHIO PUCKOB M oOecrieunBas Ooyiee BBICOKH YPOBEHb COOTBETCTBHSI
HOpMAaTHBaM.

B o xe Bpems, pazsutre Open Banking HeoOXoauMo Al pa3BUTHS TEXHOJIOTHH U TIOAX0/I0B
TeHepaluyd CHUHTETHYECKUX ITaHHBIX, KOTOPBIE MOTYT OBITH C(OPMHPOBAHBI TOJBKO Ha OCHOBE
peanbHBIX JaHHBIX, COOpAaHHBIX CO BCEro phIHKA, a MX Oe30macHblii cOOp B CBOIO OuYepelb
HEBO3MOXEH 0e3 pazButoit cuctembl Open Banking. Vike ceiiuac Habmo1aeMoe pa3BUTHE KOMITAHHH
B MHAYCTpuu (puHAHCOBBIX TexHosoruii EBpomeiickoro corosa, BenukoOputanuum u ABcTpanuu
CBSI3BIBACTCSI C MOCTOSTHHBIMU M MOCIIE0BATEIbHBIMU YCHIIHAME 10 pa3Butuio Open Banking mis
cBOOOIHOTO U 0e30macHOoro oOMeHa 0aHKOBCKMMU JIaHHBIMU KJIIMEHTOB. TeM He MeHee, CYILEeCTBYEeT
pSA OrpaHWYEHHH JUISl TIOAKIIOYCHHS K JaHHBIM CHCTEMaM M WX HCIIOJIB30BaHHI0. MeXIy TeM
CHUHTETHUYECKUE JAaHHBIE MOTYT CTaTh CJIEAYIOLIIUM JpaiiBepoM pocTa (PMHAHCOBBIX TEXHOJIOTHH,
CBSI3aHHBIX C pa3ButHeM WU. B ciaydae CHHTETHUYECKMX IaHHBIX CHIDKAETCS IOPOT BXOJAa H
obyierdaeTcst AOCTYNl K HEOOXOAMMBIM JAaHHBIM JUIS HCIIOJIb30BaHHUS Oojiee HIMPOKUM KpPYyrom
KOMITaHUH, B TOM YHCJI€ CTapTalaMy.

B mocrneaHue HECKONBKO JIeT 3HaYeHHWE (UHAHCOBBIX TEXHOJNOTHI B JIE€ATEIbHOCTU
KOMMEPYECKHX 0aHKOB 3HAYMTEIBHO PacIIHPUIIOCh. OCHOBAaHHEM ISl 3TOTO SIBJISCTCS TOBBIIICHHE
KauecTBa OOCIY)KMBaHUS KIMEHTOB, TMOKOCTH, HOBATOPCKOI'O MBILIUICHHUS M Pa3BUTUE LU(PPOBOI
uHpacTpyKTypbl. HecMOTpst Ha MPOTUBOpEUNE, ITOT ANIBSHC MOBBIMIAET YA3BUMOCTH KOMMEPYECKUX
0aHKOB K puCKaM KHOepOe30MmacHOCTH M3-3a Pa3BUTHSA TaKUX YTPO3, Kak aTtaku BpenoHocHoro [10,
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yTedyKa U MpOoOJeMBbI C IIeTIOCTHOCTBIO JaHHBIX. BaHKOBCKUI cekTop Hambosee ysI3BUM K pHUCKaM
knOepOe30nacHOCTH, YeM JIF000H Apyroi (GMHAHCOBBIA HHCTUTYT.

CornacHo HOBo# Metozauke, Kazaxctan 3ansu1 mecto Bo Bropoit rpymme (Tier 2 — Advancing),
HabpaB 94,04 6amra u3 100 BO3MOXKHBIX., TOKa3aHHBIA HA PUCYHKE 3.

Kazakhstan GCI 5* Edition Country Profile

Legal Measures

20 Area(s) of Relative Strength

Legal Measures

Technical Measures
b Cooperation Measures

Area(s) of Potential Growth
. Capacity Development Measures
Organizational Measures

Tier Performance

Capacity Development Measures Organizational Measures

Country Score
out of maximum 20 points per pillar

Legal Technical Organization Capacity Cooperation

5 T4 13
Measures Measures Measures Development Measures

20 19.38 183 1636 20

Pucynok 3. Mecto Kazaxcrana B [mo6ansHOM uHAeKce knbepoe3onacHOCTH B 2024 T.

Hosas meTtonuka onenuBaer padory 3a 2023 rox. OGHoBsieTcs nHAEKC 1 pa3 B nBa roma. B
otuete 2024 rona UCTIONb3yeTCsi OOHOBIICHHBIH IS THYPOBHEBBIN aHATN3, TO3BOJISFOIINI O0JIee TOYHO
OIICHUTH JOCTH)KCHHsI CTpaH B 00jacTu kubOepOe3onmacHOCTH. YpoBHM Bkirouaror Tier 1 — Role-
modelling, Tier 2 — Advancing, Tier 3 — Establishing, Tier 4 — Evolving u Tier 5 — Building
(Puchkova A., 2024). Peiituar GCI ¢popmupyetcst Ha ocHOBE 83 mapaMeTpoB, OXBaThIBAIOIIUX IATh
KITIOUEBBIX HAIPaBICHUH KHOEpOE30MacHOCTH: IOPUINYECKHN, TEXHWYECKUH, OpraHW3allMOHHBINA
aCIeKThl, Pa3BUTHE MOTEHIMANA U MEXIYHApPOAHOE COTpynHHYecTBO. KasaxcTan B pamkax HOBOi
METOAMKHU BBIIIOJHWI BCE TPEOOBAaHUS B HANPABICHUSAX «HOPUIUYECKUN» U «COTPYIHUYECTBOY, a
TaKke MPOJEMOHCTPUPOBAT OCTATOYHBIA TEXHUYECKH ypoBeHb. [laHHBIH pPEUTHHT OIICHHBAET
TOTOBHOCTh 194 cTpaH Kk kubeparakam.

B 2024 rony B nepsoii rpynne peituara MCO nomunupyrot eBponeiickue crpansl 1 CIIA. B
3TOT CHMCOK Takxke BxoaaT ['ana, Kenus, MaBpukuii, Mapokko, Pyanna u npyrue crpansl. Bropoi
YPOBEHb, U3BECTHBII KaK «IEepefoBble» cTpaHbl, BKiItouaeT Kaszaxcran, Kuraii, Poccuro, a taxxe
[IBeitapuro u Kanany.

B nensx omnpeneneHust ypoBHsS OCBEJOMJICHHOCTH HaceleHHs 00 yrposax HHGOpPMAalMOHHOM
Oe3omacHOCTH (KMOepOe30macHOCTH C  OKTAOps 1o HosO0ps 2024 roma OBUIO TPOBEACHO
COIIMOJIOTUYECKOE HCCIIENOBAHUE CPEAN HACEICHUS) (Information Security Committee of the
Ministry of Digital Development, Innovation and Aerospace Industry of the Republic of Kazakhstan.,
2024).

B mpouecce nccnenoBanus ObLIO 0XBaYEHO:

- 3 ropona pecryOIMKaHCKOTO 3HAYCHUS;

- 17 obmacreit, paiiienTpsl, 11371 pecrioHneHT.

[Tokazarenn OCBEIOMIICHHOCTH HaceleHus 00 yrpo3ax HH(POpPMAIMOHHONH Oe30macHOCTH
(xubep6e30MacHOCTH) U 3alIUThl IEPCOHANIBHBIX JaHHBIX, IPEICTABICH HA PUCYHKE 4.
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Pucynok 4. Jlunamuka rmokasareyieid 0CBEJOMJICHHOCTH HaceJeHus 00 yrpo3ax HHGOPMAIMOHHON
Oe3omacHOCTH (KrOEepOe30MacHOCTH) U 3aIIUTHI MEPCOHATLHBIX TAaHHBIX (Ha OCHOBE
couuonioruyeckoro omnpoca) 3a 2018-2024 rr.%

W3 pucynka 4 BHIHO, YTO TOCYAapCTBO MPOBOAUT pabOTy MO OCBEIOMIICHHIO HAaceJleHUs 00
yrpo3ax kudep6e3onacHoctd. B 2022 rogy mporieHT 0CBEIOMIICHHOCTH HaceleHHs cocTaBmi 77,4%,
10 B 2024 roay Ha 4,9% OGosnbiire, 4to cocTaBmiio 82,3%.

[To pe3ynbraTaM COIMOIOTHYECKOTO OMPOCca, OONBIIMHCTBO PECTIOHIETOB OBLIM OCBEIOMIICHBI
00 kubepyrposax:

- TIOJIYYArOT 3HAHUS O 3aIIUTE JTMYHON HHPOPMAIIIH ITPU UCTIONH30BAHUH COITUATBHBIX CETCH —
90,52%;

- OCBEJIOMJICHBI TIPU UCTIONB30BaHMH U PpoBOI Toanmuc — 85,06%;

- 3HAIOT O MOTEHUUAJIbHBIX PUCKAX JAETEH MPU UCITIONb30BaHUU UHTEpPHETA — 76,65%.

Bonpocam passutus chepsl mHGOpManmonHoW Oe3omacHocTH B Kazaxcrane ymensieTcs
3HaYUTEeNbHOE BHHMaHue. W  pe3ynmbrar paboOThl, MPOBOAMMON COBMECTHO OpraHaMu,
HENPABUTEILCTBEHHBIMUA OpPTaHU3aIMsIMUA U OM3HECOM — 3TO TCHICHIUS TMOCJICAHHUX JIET, KOrnua
HAIlla CTpaHa CTPEMUTENLHO YITy4IllaeT CBOM MO3ULIMHU B TII00AIBHOM MHJEKCE KHOepOe30macHOCTH.

VYmpasinenne OOH mo HapkoTHKaM W TPECTYIMHOCTH OMpPENeNsaeT KUOepaTaky CIETYIOIINM
obpazom: «Ilom moHsTHEM «KHOepaTaka» OOBIYHO TMOHUMAIOT MPEIHAMEPEHHYIO SKCILTyaTallHio
KOMIIBIOTEPHBIX CETEH C IENbI0 MIPEANPUHATD aTaKy. Takue aTaku, Kak MPaBUiIo, MPEATPUHIMAIOTCS
JUTsL HapyIIeHUs HaJJiexaniero (yHKIIMOHUPOBAHUS IENeH, TaKUX KaK KOMIBIOTEPHBIE CHCTEMBI,
CepBephl WM JIeXkKallasi B UX OCHOBE MH(MPACTPYKTypa, IIPH MOMOINM XaKuHTa, TexHomoruii APT
(pa3BuTass ycToWuMBas yrposa), KOMIIBIOTEPHBIX BHPYCOB, BPEAOHOCHOIO MPOrPAMMHOIO
oOecrieueHus1, 3AJIMBKMA U MHBIX CPEICTB HECAHKIIMOHUPOBAHHOTO HJIA 3JIOHAMEPEHHOTO TOCTYIIa.
CornacHo oOIpocy, 3a MOCIEAHUE TOJbl HACEJIEHUE CTpaHbl MOJBEPrajuch, CIECIYIOINIMM BHIAM
kubeparak, mokazanusie B Tadnuie 2 (KUBEPKO/, 2024).

Tabauua 2. Ananus kubeparak 3a 2022-2024 rr.

Yrpo3sl Loz
2022 2023 2024 2024 /2023, %
dumHroBas aTaka 1200 2160 3720 172
DoS/DDoS-araka 53 152 117 76,9
DKCIUTyaTalus ys13BUMOCTH 1800 2726 3877 142,2

N3 tabnuibl 2 BUAHO, YTO 32 aHAJTU3UPYEMbIN MTEPUOI, TPOU30IIET POCT (PUIIMHTOBBIX aTak. B
2024 rony poct cocraBun 72% mno cpaBHeHuto ¢ 2023 romom, uto coctaBwio 3720 enuHuL.
BoJIbIIMHCTBO (PUIIMHTOBBIX PECYpPCOB MCIONB3YET TaKHE THUIbl UMUTALUMU (DUIIMHTA, KaK KJIOHBI
MHTEPHET-PECYPCOB, PO3BITPHILIH U JIOTepeH, (HOPMbI aBTOPU3ALIUH.

Kpome »srtoro, 2024 romy KOIWYECTBO (PUIIMHTOBBIX HHTEPHET-PECYPCOB, SMYIUPYIOIINX
JesTeNbHOCTh 0aHKoB Broporo ypoBHs PK, cocraBun 95 mpecrymnenuid, To ecth 3% OT Bcex
MPECTYIUIEHWH. OTHU JlaHHBIE YKa3blBalOT Ha YCJIOKHEHHE METONOB (HIIMHTa, BKJIIOYaAs
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ucnonb3oBanre MU mis aBroMaTu3anuy atak, 4ro TpedyeT OT OpraHu3aluil YCUJICHHOTO KOHTPOJIS
Y TIOCTOSTHHOT'O TIOBBIIIEHHS OCBEIOMIIEHHOCTH COTPYAHHUKOB.

DoS-araka (Denial of Service) — OykBaJbHO «OTKa3 B OOCIY)KMBAaHHM». DTO TUI aTakd, B
KOTOPOM MOILIEHHUKH HalaJaroT ¢ LIeJbI0 BBI3BATh MEperpy3Ky MOJCUCTEMBI cepBHca. B 3ToMm ciyuae
KOMITBIOTEp (MJIM KOMIIBIOTEPHI) UCIIOIB3YETCs ISl 3anosHeHus cepsepa naketamu TCP u UDP.

B 2024 rony xonmuuecTBa 3TUX aTaK CHU3UIACh HA 35 enuHUI, 4To coctaBuia 117. Ilpu atom 35
% 3adukcupoBanubix DoS/DdoS-arak Obutn HanpasieHsl Ha 6aHku Broporo ypoBHs PK u 22 % Ha
rocyaapcTBeHHbIN cextop. DdoS — 3T0 neiicTBus, HampaBieHHbBIE HA MEPErpy3Ky TpaduKoM, Korma
Ha aTaKkyeMbIii pecypc OTIpaBisieTcsl OObIIOe KOJTUYECTBO 3IOHAMEPEHHBIX 3allPOCOB, U3-3a YETO
MOJTHOCTHIO «3a0MBaOTCS» BCE KaHAJBI CEpBEpa WM Bes mosioca mpomnyckanus. [Ipu atom nepenava
JIETUTUMHOTO TpaduKa Ha cepBep 3aTPYIHICTCS WIK CTAHOBUTCSI HEBO3MOXKHOM.

Ananu3 yrpo3 uHpopMannoHHo# 6e3onmacHoCcTH 3a 2024 ron nemoHCcTpupyeT, uto Kaszaxcran
MPOJIOJDKAET CTAJKUBATHCS C PACTYIIEH CIOKHOCTBIO yrpo3. OcoOeHHO 3aMETHBIM CTaHOBUTCS
aKTUBHBIA POCT arak Ha WH(POPMAIMOHHBIE CHUCTEMbI, KOTOpPbIE HE YCHENIH aJalTHpPOBAaThCA K
COBPEMEHHBIM BBI30BaM, 4YTO MOJUYEPKUBAET HEOOXOAMMOCTh CBOEBPEMEHHOTO OOHOBIECHUS
MPOrPaMMHOT0 OOecTieYeHHs M BHEPEHUS OoJiee HaIEKHBIX 3aIUTHBIX Mep.

Kazaxcran umeer OTJe/IbHbIE 3aKOHOIATEIbHBIC aKThl B YaCTH KUOEepOe30macHOCTH, 2 UMEHHO,
Konnenmus Kubepoeszonacnoctu PK ("Kubepmmr Kazaxcrana") or 30 utons 2017 r., Crparerus
kubepoe3zonacHocTu pruHancoBoro cekropa Pecriydnuku Kazaxcran va 2020-2022 rosl, Konnenius
pasBuTus 1udpoBoii 3kocuctemsl Ha 2022-2027 rona («Kubepmut-2»).

Kpome Toro, B manax pa3paborarh ennHyI0 TeXHH4YecKyto nmonuTHKy B cepe UKT, B pamkax
KOTOPOM TPENNpUsITHS U OpPraHU3allMH MOXKHO OYyJeT OmpenessiTh Mo ypoBHSM Oe3omacHocTu. U
MOSIBUTCSI HOBAasi METOJMKA HKOHOMUYECKOW CUCTEMbl WH(MOPMAIIMOHHOW Oe3omacHOCTU. Takxke
paccMOTpAT BO3MOXKHOCTh CO37aHMs pe3epBHOTO HalmoHaabHOrO KOOPAMHALIMOHHOTO IIEHTpa
nHpOpMaMOHHOM Oe3omacHocTH, "Kubepronurona" mo moAroToBKe CHEIHaINCTOB.

OtmeuaeTcs, 4TO B Bompoce KubepOe30macHOCTH yKe ObLIT pealn30BaH psl BAXKHBIX POCKTOB.
Hampumep, B 3akoHe MOSIBUIOCH MOHATHE "KHOepcTpaxoBaHHE', KOTOPOE IO3BOJSIET BO3MENIAThH
MMYILIECTBEHHBIN Bpel OpraHu3aluy, TPUYMHEHHBIN B pe3ylbTare KOMIIbIOTEPHBIX MHIIMICHTOB, a
TaK)Ke MOPAJbHBIN Bpel PU3NIECKOMY JIUITY, IPUIHMHEHHBIN B PE3YNIBTaTe YTEUKH JaHHBIX.

Taxxe 0b11 cozgan Komurer mo Wb, mosBunucs npodcerannaptel B IT u 3amymen "mumot”
qacTHOU IaTopMbl BEISIBIIEHUS ysa3BuMocTeil BugBounty. Tam yxe 3aperucrpupoBano 6omnee 1,1
ThIC. HE3aBHCHMBIX IKCIEPTOB, OT KOTOPHIX MOIydeHo Oosee 1,2 THIC. OTYETOB C COOOIIEHUSIMU 00
ya3BuMocTsX. (Zhumabekov, R., & Akhmetov, K., 2021).

Ha ocnoBe mnpoekra Konmenmuum "KuOepmur-2" rocymapcTBo Ipejyiaraet Cieayronme
OCHOBHBIC HaIpaBIICHUs 10 o0ecreueHnto knoepoesomnacHoctu B Kazaxcrane n10 2027 roma, KOTOpbIe
noka3aHbl Ha puUcyHKe 5 (MHMHHUCTEPCTBO LM(POBOrO Pa3BUTUS, HHHOBAIMM M a3pOKOCMHUYECKON
npomeinuieHHocTH Pecnyonuku Kaszaxcran, 2023).
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OcHOEHEIS HATP AETSHHA 10 008CIISTEHI0 FHOe pOes0NacHOCTH E
Pecmyomme Kazaxcran

CoBepuIeHCTECEAHHE IPAEONP MMEHHTEIEHOH [IPaKTHEH, MeTOZ0I0THIecH
|| Gasm, HOPMA THEHO-TIPAEOECTD H O Ta HI3 2 IFCHHEO-TE XHHTE CROD
oDecIeTeHHA.

IToEMIIEHME OCEEZOMISHHOCTH OO0 YIPOSaX, PasEHTHA WeloBeTecHnID
—* KaIHTaTaHIOTSHIHANA OTedecTEeHENH oTpacmr KT,

CDB’EP]]IEHCT‘BDB-&HIHE OTeUECTEEHHOID KOHTEHTA BPECH}"EJHH{K&S&XC'IBH

!

o [IOBEIIMEHHE MHGPOBOH TpamoTHOCTH B Pecyimmre Kasaxcran

PaseMTHe  EEICOKC AJaOTHEHCOH H  HHTETPHPOBAHHOH — CHCTEMEL
" rocyzapcTEeEHOTe yOpabdeHua HE B chepe HEGOPMATHIANMH H CEAIH B
OTHOIIEHHH BCeH Ha o HamsHoE HEH

OecmeTeHHA HEMOMESOEAHHA 3 THOKOHT] O HA TepPHTOPHE PecITyOimkss
Kasaxcran

Pucynok 5. OcHoBHBIE HampaBiieHuUs 10 oOecreyeHnto kuobepoesonacHocT B PecyOmuke
Kaszaxcran

Jlns peanu3alMy yKa3aHHOHM 3a7jaud B IEPBYIO odepeab HEOOXOJUMO Pa3BUBATh OTKPHITOCTb
uHpOopMaMOHHOr0 npocTpancTBa PecnyOsmku Kazaxcran. Ero riyOokass HHTErpUpOBaHHOCTH C
r7100a1bHBIM ME/IMa IPOCTPAHCTBOM COIPSKEHA ¢ PUCKAMU JIeCTPYKTUBHOrO xapakrepa. C KaxIpIM
roZIOM OTMEYaeTCs HAIJIbIB IPOTUBONIPABHOM HH(pOpPMAIIMK, KOTOpasi HOCUT arpeCCHBHBIN XapakTep,
YTO HaXOAUT IPSAMOE OTPAKEHUE B OOLIECTBEHHBIX HACTPOCHUSIX.

C 2022 ropa BbIaBieHO cBbllle 249 739 MHTEpHET-PECYpPCOB M CCBHUIOK Ha CTpPaHUIBl B
COLMAJIBHBIX MEAMA, COJAEPXKAIIMX MPOTUBONPABHBIE MaTe€pHabl, B OTHOLIEHHMH KOTOPBIX
HanpasiieHO Oonee 2 770 pearupyromux JOKYMEHTOB (IIPOEKTOB MPEIYNPEIUTEILHBIX MUCEM U
IIPOEKTOB NPEANMCAaHUI YIIOJTHOMOYEHHOTO OpraHa).

Cpenu npyrux BBI30BOB, CBSI3aHHBIX C PACIpOCTpaHEHHEM HH(pOpManuu yepes rioOanbHbIe
Meaua-TIaTPopMbl, HEOOXOIUMO OTMETUTh, HEKOHTPOJIUPYEMOE YCHJICHHME 3aBUCUMOCTH OT
COLMAJIBHBIX CETEH Yy OmpeeNi€HHBIX COIMAIbHBIX TPYIN HAacelIeHUs, (POPMHUPOBAHUE B OOILECTBE
COLMAJIBHO-TICUXOJIOTHUECKUX (OOM, HaBA3BIBAHHE UYKAbIX HALMOHAJIBHOMY MEHTAIUTETY
LEHHOCTEH, STUYECKUX HOPM, MOPaJIbHBIX YCTOEB (KYJIbTYpHAasl BECTEpHU3ALIMs) U TaK JaJiee.

B Kazaxcrane panee npeAnpUHUMAINCh MOMNBITKM CUCTEMHO MOJOWTH K PELICHHIO BOIPOCA
pa3BUTHS OTEYECTBEHHOI'O CErMEHTa CeTH VIHTepHeT M HACHILEHHIO Ka3aXCTaHCKOTO pPbIHKA
COOCTBEHHBIMU aHAJOTaMU MOMYJSIPHBIX 3apyOexkHbIX [T-pemienuil - conuanbHON ceTH, CIIyKObI
AJIEKTPOHHOW TMOYTHI, BHJIEONOpTana, Opay3epa, IMOUCKOBOM CHUCTeMbl W Jpyrue (B paMkax
«Jlopo>KHOM KapThl MO pPa3BUTHIO O€30MACHOr0 Ka3aXCTAHCKOIO CerMeHTa ceTu VHTepHeT u
UppoBOro HHPOPMALMOHHOTO NpocTpaHcTBa Peciyonuku Kazaxcrany).

Tem He MeHee, 10 HACTOSIIET0 BpEMEHH pa3paboTaHHbIE TPOrPaMMHbIE POIYKTHI HE CMOTJIN
IIPEOJI0JIETh BBICOKYIO KOHKYPEHTHOCTh CPEAM MOJIb3YIOLIUXCSI MUPOBOW MOMYJISIPHOCTHIO PEIICHUN
Y HE MOJIY4YMIIU [IHUPOKOr0 PAaCIIPOCTPAHEHUS B CTPAHE.

Takum o6pazoMm, u3 pas3BuBarouxcd B Kaszaxcrane B JaHHOE BpeMs BHJIEOCEPBHCOB
HE00X0AMMO OTMETUTH BUJIeoxocTUHIU «Kaztube» (MexayHapoaHoe HHYOPMAITMOHHOE ar€HTCTBO
«Kaszunpopm») n «Aitube» (kommanus «Aitu Dalay), xoTtopble HaleneHbl Ha HOIIEPKKY H
JTUCTPUOYIIUIO OTEUECTBEHHOTO KOHTEHTA.

Bmecre ¢ Tem, B JOATOCPOYHOW MEPCTEKTUBE ISl CHUXKEHUS 3aBUCUMOCTH OT TJIOOAJIbHBIX
Meaua-TIaTopM U CTENEHW MX BIUSHUS 11€J€COO0Pa3HbIM BUAMTCS CO3JaHHUE U TOCTENEHHOE
pa3BuTHe eAMHON UPPOBOH TIATHOPMBI («ITU(PPOBOH FIKOCUCTEMBI»).
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s ycmexa peanu3aiui MOJOOHOTO MpoeKTa (C Y4eTOM MPEIbIIYIIeTr0 OIMbITa CO3JAaHUS
OTCYECTBCHHBIX TIPOJYKTOB, IO CYTH, IOBTOPSBIIMX (DYHKIIMOHAT 3apyOeKHBIX aHAJIOTOB)
HE0oOXOIMMO WMHTETPHPOBATh HAa CO3/aBaeMoi Miargopme yxkKe CYHIECTBYIOIIUE IIOJIC3HBbIE U
NPUBJICKATEIBHBIC /ISl TOJB30BATEICH CEPBHCHI, YTOOBI JAHHBIA MPOAYKT CTAJl HA CaMOM JeJie
HE3aMEHHUMBIM ©KEJIHEBHBIM CpPEACTBOM Kak oOOmeHUs (MECCeH/KEp), TaK U TOTyYCHHS
BCEBO3MOXHBIX YCIIYT M pa3BlIedeHUH (0aHKOBCKHE OTIepaIlii, TOCYIapCTBEHHBIC YCIYTH, MPOJIaXxa
aBMa W JKEJE3HOIOPOKHBIX OWIIETOB, 3aKa3 TAKCH, KYMOHBI M CKUAKH, BUJICOXOCTUHT, OHJIAWH
KUHOTEATp, MHTEPHET-TEICBUICHUE, CIIPABOYHBIEC CIIY>KOBI, call-IleHTphl, HOBOCTH U pPa3BJICUCHHS U
TaK janee).

4. 3aki104eHHe

@duHaHCOBass OTpacip ABISETCS OJHUM W3 Haubojee ITUHAMUYHBIX CEKTOPOB SKOHOMMKH B
KOHTeKcTe afantaimuu u BHenpenuss VM. dunaHCOBBIE OpraHM3alMyd CIOCOOHBI MOJYYHUTH
3HauUMTeNbHbIE penmyIiecTBa oT BHeApeHus: MU (Longbing Cao (2021).

B HacTositiee Bpemsl KpyNHblE MTPOKH (PUHAHCOBOTO PBIHKA MPHUMEHSIOT nmoteHuuan MU B
pa3nuuHbIX cepax CBOEH NesTeTbHOCTH:

- YIy4IIEHUH KIIMEHTCKOTO OITBITA;

Hcnonb3oBanne MW mnomoraer (uHAHCOBBIM OpraHM3alMsM HE TOJBKO YJIy4YlIaTh OIBIT
MCTIOJIb30BaHUH (PMHAHCOBBIX YCIIYT, HO M TMOBBIIIATH UX Ka4E€CTBO.

N B naHHOM KOHTEKCTE ACWCTBYET KaK KaTaau3aTop Uil HPUHATHS OOOCHOBAHHBIX,
narareHTpuuHbIX pemrenuit. (Kumarkhanova et al., 2022).

Hcnonb30BaHNe MHTEIUIEKTYAJIbHBIX CUCTEM O00paOOTKU TOKYMEHTOB 3a CUET KJIaCCU(pHUKAIU
MHPOPMAIIMK 3HAYUTENBHO YCKOpSEeT 00paboTKy OOdbpIIUX OOBEMOB JOKYMEHTOB, YMEHbIIast
BEPOSATHOCTH OIMOOK U MOBBIIAS 3((HEKTUBHOCTH pabOThI COTPYIHUKOB.

HNanneie Insider Intelligence ykaspiBaloT, dYTO TpH YeTBEpTH OAaHKOB C aKTHBaMH,
npessimatomumMu 100 mupxa mommapos CIIA, yxe unterpupoBann texHosornn MU B cBoro
NEeATeTLHOCTh M, corjacHo aHanmuthyeckomy meHTtpy IDC, mpornosupyetcsi, uto k 2024 romy
¢dunancoBas cepa OyzmeT 3aHUMATh BeAyIIUE MO3UIUH 10 pa3mepy uHBecTuuuii B U

Texnonorust DeepFake, npumensiemast uis MOLIEHHUYECKUX OIEpaluil, MpeAcTaBiseT cooon
NOJAENIKY U300pakeHuH, BUIe0 UM ayanodaiinos ¢ ucnonaszoBanueM MU u rimydbokoro o0ydeHus.
OTa TEXHOJIOTHS MOXKET HMHTHUPOBATh TOJOCA, BBIPAXKEHUS JMIA W JIBWKCHHSA, CO3aBas
peaNuCcTUYHbIN, HO (abIIMBbII KOHTEHT (Arxiv, 2025). Ucnonb3oBanue texnonoruu DeepFake s
MOIIICHHUYECTBA TIPEACTaBIsIET CO0OH cephe3Hylo yrpo3y. COOTBETCTBEHHO TENBIA S
71a00paTOpHii U MHCTUTYTOB 3aHUMAIOTCS UCCIIEIOBAaHUSIMU U pa3pabOTKON METOZ0B OOHApYKEHUS
nogo6uHoro momennnyectna (Tkachenko et al., 2023).

B Ka3zaxcrane oxHuUM H3 TOAOOHBIX TNPUMEPOB SIBJISETCS TMPOLECC TECTUPOBAHUSA
OMOMETPHUECKUX DPEUICHUH ITOCTABIIMKOB, OCYIIECTBISIEMBII B paMKax WX HPUCOCTUHEHHS K
Ilentpy oOMeHa MICHTU(UKALMOHHBIMU JaHHBIMU HalnoHambHOM MIATEKHOW KOPIOpAIHH.
(OKymanumosa u ap., 2021). YacTsio 3TOro mpoiiecca sBIsSieTCsl OIleHKa OMOMETPUUECKUX PEIICHUMA
pa3IMYHBIX TIOCTABIIMKOB HA CIIOCOOHOCTh OOHapykeHHs ¢akToB wHcnonas3oBanus DeepFake
TEXHOJIOTUH Ju1sl (panbcuUKauy JMYHOCTH MIPH NOJy4YEHUH (PUHAHCOBBIX YCIIYT.

I'moGanbHoe pa3ButHe KoHueniuu Open Banking siBnsercs 3HaYMMBIM JpaiiBEpoM pa3BUTHS
ucnonb3oBanus MM Ha GuHAHCOBOM pbIHKE. DTO HAIIPABICHUE, CBSI3aHHOE C OIIEPaTUBHBIM COOPOM
JaHHBIX M UX Hocienyoueil oopadotkoit ¢ npumenennem WU, obecnieunBaeT 6ojiee OTKPBITHIA U
yHHDUIUPOBAHHBIH 10CTyIl K huHaHCcOBBIM gaHHbIM. (Aubakirova & Yerdesh, 2021).

B couerannu ¢ RegTech pa3zsutue cucrem Open Banking obecnieunBaer 60iee 3¢pdexTuBHbIC
MEXaHU3MBbI PEryIMpOoBaHus U Haa30pa B huHaHcoBol chepe (Alibekova et al., 2020). B konTekcte
RegTech 310 03HavaeT, 4TO PEryasTOPbHl MOTYT MOJy4aTh aKTyalbHYIO U TOUYHYIO MH()OPMAIHIO OT
(MHAHCOBBIX YYPEKICHUH B PEaIbHOM BPEMEHU. DTO MOBBIMIAET 3PPEKTUBHOCTD PETYISATOPOB B
MUKPONPYIECHINATEHOM peryaupoBaHUY, BBISIBIICHUH (UHAHCOBBIX NPeCTYIUICHUH,
NPEJOTBPALLCHUH MOIIEHHUYECTBA M O00ECIEYeHUU COOJNIIOJCHMS 3aKOHOJAATeIbCcTBA. B 1enom,
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pa3Bute Open Banking B pamkax RegTech obGecrieunBaer Gosiee HHTErpUPOBAHHBIN, TPO3PAUHBIN
u 3(hdeKTUBHBIN MOAXOA K pPEryJupoBaHHI0 (UHAHCOBOW cQepbl, CHOCOOCTBYS YIyULICHHIO
0€30I1aCHOCTH, CHIDKEHHIO PUCKOB M oOecreuuBas Oojiee BBICOKHH YPOBEHb COOTBETCTBUS
HOpMaTHBaM.

B 10 e Bpems, pazButue Open Banking HeoOXomumo 7Sl pa3BUTHSA TEXHOJIOTUN U TOIXO0B
reHepaluy CUHTETUYECKUX JAaHHBIX, KOTOPbIE MOTYT OBITH C(POPMHUPOBAHBI TOJHBKO HAa OCHOBE
pealIbHBIX TaHHBIX, COOPaHHBIX CO BCETO PHIHKA, a UX 0€30MacHbIi cOOp B CBOIO 0UYepe/Ib HEBO3MOXKEH
0e3 pazBuroii cuctemsl Open Banking. Yike ceituac HaOnmronaeMoe pa3BUTHE KOMITAHUIA B UHAYCTPUHU
¢uHaHCOBBIX TexHOJOruii EBpomelickoro corosa, BennkoOpuranum u ABCTpaiuu CBSI3BIBAETCS C
MIOCTOSSHHBIMU U TIOCJIEI0BAaTENbHBIMU yCHIMAMHU 0 pa3BuTHio Open Banking nis cBoGogHOro u
O6e3omacHOro oOMeHa OAaHKOBCKMMH JaHHBIMHM KJIMEHTOB. TeM He MeHee, CYIIECTBYeT Pl
OTpPaHUYEHUI U1 TMOJAKIIOUEHHMS K JaHHBIM CHUCTEMaM M MX HCIHONb30BaHUIO. Mexny TeMm
CHUHTETHUYECKHE IaHHbIE MOTYT CTaTh CIEIYIOIIUM JpaiiBepoM pocTa (PUHAHCOBBIX TEXHOJIOTHUH,
cBi3aHHbIX C pazButueM HMU. B ciaydae CHHTETHMUECKHMX AAHHBIX CHWXKAETCs IMOpOr BXoJa M
obyieryaeTcs JOCTYN K HEOOXOIMMBIM JaHHBIM JUIsI MCIOJNB30BaHHMA Oojiee ITUPOKUM KPYroM
KOMIIaHWH, B TOM YHCJIE€ CTapTalaMH.

[Mudposast TpaHchopmanusi TMOMOTaeT KOMIIAHHMSIM — aJaNTHPOBAThbCsA IO  3aMpPOCHI
U3MEHSIOIIEroCsl phIHKA M BHEAPSATh NPOTPECCUBHBIE MOZAENU BeleHHs OusHeca. OrpacieBble
TUEphl BCEphe3 03a00YCHBI IMEPEeBOOM CBOMX TporieccoB B digital W TeXHONIOTHYECKHM
IIPEBOCXOAICTBOM OTHOCHUTENIBHO KOHKYPEHTOB. OTO BO3MOXKHOCTb MOBBICUTH 3((HEKTUBHOCTD
IIPOLIECCOB M, KaK CIEJCTBHE, YIYYIIUTh KAYeCTBO CBOMX IMPOAYKTOB MM YCIY, a TaKxke
CYILIECTBEHHO YBEJIMYUTH NPUOBLIb I aKIIMOHEPOB U BiIa/IeTIblIeB OM3Heca.

IlocTOsiHHOE COBEPILIEHCTBOBAHWE TEXHUYECKUX M OPraHM3alMOHHBIX MEXAHM3MOB 3alUThI
MH(GOPMALIMHU U BBIIOJIHEHNE BCEX HOPMATUBHBIX, 3aKOHO/IATEIbHBIX U JJOTOBOPHBIX 00s3aTENIbCTB B
obsacti HH(HOPMAITMOHHON 0E30MaCHOCTH, a TaKke OOHOBJICHHE MPABHII BHYTPEHHETO PacIIoOpsIKa
U TIOJINTUKYU UH(OPMAIIMOHHOHN 0€30MacHOCTH.

[pennoxxeHne HOBBIX MPOQECCH, KypCOB IO TOBBIICHUIO KBAIM(UKAINH, CHEIHAIBHBIX
KYpPCOB C BO3MOKHOCTBIO 1aJIbHEHUIIIETO TPYIOyCTPONUCTBA JUIsl 3aMHTEPECOBAHHBIX CIIOEB HACEICHUS
C LENbl0 MOBBILIEHHS] PAabOYMX MECT M TOAKIIOUEHUS HaceleHus B pabore ¢ podoTamMu u
MCKYCCTBEHHBIM MHTEJIJIEKTOM. MeXaHN3MBbl aJjanTaluui K poOOTH3aluU MPeAIoaaraloT aKTUBHYIO
MOJIFOTOBKY crienuanucToB 1o aucuuiimiaMm STEAM: Hayka, TEXHOJOTHMH, WHXMHHUPUHT,
HCKYCCTBO, MaTeMaTHka. Ha 3TuxX HarpaBieHHMSIX OCHOBBIBAIOTCS C(ephl 1eATEbHOCTH, B KOTOPBIX
pOOOTHI MOKa HE MOT'YT 3aMEHUTH YEJIOBEKA.

HNudopmanusi 0 pMHAHCHPOBAHUU
310 UccnenoBaHue ObUTO BBIMOIHEHO 0€3 Kakoi-m100 (PMHAHCOBOW MOAJIEPKKU.

KondaukTt unrepecon
ABTOpBI 3asBIsIET 00 OTCYTCTBUU KOH(IIUKTa UHTEPECOB.

ABTOPCKHE BKJIA/bI
HapubexoBa AC.- ocHoBHOe coaepxkanue; JlapubexoB CC- mepeBoja, pemakTHpOBaHUE,
ucnpasnenus; Japudexoa HC- nomonHeHus u mouck nHpopmaiuu.

JocTynmHOCTh HCTOYHUKOB
JlaHHBIE, HCTIOJIB3YEMBIE B 3TOM CTAThE, TOCTYIIHBI 11O 3aIIPOCY aBTOPOB.
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